January 15, 3
NUMBER “4640. 1

0

. USD(P)
Department of Defense Directive

ASUBJECT Tel ephone Monitoring and Recording

References :  (a) DoD Directive 4640.1, “Tel ephone
Monitor ing, " Septenber 3, 1969 (hereby
cancel ed)

(b) through (i) , see enclosure 1

A. REISSUANCE AND PURPOSE

This Directive reissues reference (a) , and updates
the policy and procedures concerning nonitoring and
recording of telephone conversations over DoD-owned or
| eased tel ephone comunication systems for office and
comuni cat1 ons _nanagenent , command center communi cati ons,
and Anerican Forces Radio and Tel evi sion Service.

B.  APPLICABILITY AND SCOPE

1. The provisions of this Directive anIy to the
Ofice of the Secretary of Defense, the MIlitary Depart-
nents, the Oganization of the Joint Chiefs of Staff,
the Unified and Specified Conmands, and the Defense
Agencies (hereafter referred to as “DoD Conponents”)

2. This Drective does not apply to comunications
security nmonitoring and recording; signals intelligence
activities; interception of oral and wire communications
for Iaw enforcement purposes (DoD Directive 5200.24

reference (b))) ; technical surveillance (DoD Directive
-5200. 19 (reference (CRR) , foreign intelligence and
counterintelligence collection activities (E- O 12036
(r%;epence (d)?) ; and tel ephone nonitoring under conbat
condi ti ons.

c. DEFI N TI ONS

Ternms used in this Drective are defined in enclo-
sure 2.

D.  POLICY

1. General . Departnent of Defense policy permts
t el ephone monitoring or recording for the purposes
described in this section provided that the information



to be acquired is necessary for the acconplishnent of the DoD
mssion and then only in conpliance with this D rective.

2. O fice Managenent Activities

~a. Ofice nonitoring and recording of telephone con-
versations may be conducted for the purpose of nmaking a
transcript or summary of the conversation.

b. The individual desiring to have the tel ephone con-
versation nonitored or recorded nust obtain the prior expressed
consent of each of the other parties to the conversation.

c. Acoustic or inductive type recording devices nay
not be used for office managenment activities (Use of Record-
ing Devices in Connection wth Tel ephone Service (reference

(e))).

d. Al recording devices used for office managenent
activities nust be equipped wth recorder connectors that
contain instrunents that automatically emt a warning tone
once every 12 to 18 seconds during the period of recording
(reference (e))

3. Communi cations Managenent Activities

_ a. Conversations may not be recorded for conmunica-
tions nanagenent purposes .

b. The policy that Doll telephones are to be used
only to conduct official business shall be enforced through
adm ni strative and nmanagenent techniques such as analysis or
records , periodic briefings , and supervisory controls .
Monitoring of telephone conversations to determ ne whether
the communication is for official purposes is prohibited.

c. rPen registers may be used only in conpliance with
DoD Directive 5200. 24 (reference (b))

d. | nci dental nonitoring of telephone conversations
by tel ephone operators and mai ntenance personnel is permtted
and shall be limted to that necessary to perform nechani cal
or service quality control checks in connection with com
muni cati ons managenent activities . \Wien nonitoring, telephone
operators and nai ntenance personnel nust informall parties
to the conversation of thelr presence on the line, the reason
for nonitoring, and when they exit the circuit.

4, Command and Intelligence Center Monitoring and Recording

a. Mnitoring and recording of command and intelligence



Jan 15, 80
4640. 1

center conmunications are permtted to preserve the conmrand
and control instructions that direct operations and control
forces or direct national foreign intelligence efforts.

b. Recording of command and intelligence center com
muni cations shall be limted to those situations where a
record of the communications is necessary for mssion accom
pl i shnent. Such recording activity does not require the use
of tone-warning devices (FCC Nunber 76-467 (reference [f))).

c. Al telephones subject to command and intelligence
center nonitoring and recording shall be nmarked clearly to
| nfform users that conversations may be nonitored or recorded.

5. Tel ephone Recording by Anerican Forces Radi o and
Tel evision Service

a. Recording of tel ephone conversations for |ater
broadcast by American Forces Radi o and Tel evision Service may
be acconplished if parties to the conversation have given
their prior consent to the recording.

b. Such tel ephone recording activity by Anerican
Forces Radi o and Tel evision Service does not require the use

of tone-warning devices (FCC Nunmber 72-1127 (reference (g)})).
E.  RECORDS ADM NI STRATI ON

Al'l records of information obtalined through nonitoring
activities conducted under the provisions of this Drective

shall be maintained and di ssem nated in accordance wth the
provisions of DoD Directives 5400.7 and 5400.11 (references

(h) and (i)).
F. MONI TORI NG AND RECORDI NG EQUI PNVENT

1. Equipnent primarily useful for tel ephone nonitoring
and recording shall be safeguarded to prevent unauthori zed
access and use.

a. Appropriate inventory records shall be naintained
to account for such equi pnent.

b. To the extent consistent wth operational require-
ments , equi pnent primarily useful for telephone nonitoring and
recording shall be kept in secure and controlled storage when
not in use.

c. Telephone nmonitoring and recordi ng equi pnent
attached to communi cations termnals shall be safeguarded.



Only those ﬁersons listed in the inventory records for such
equi prent shall have access to the equipnent when it is in

operati1 on.

2. The inventory and safeguarding provisions of this
section do not apply to authorized speakerphones, extension
t el ephones, tel ephone-answering devices, simlar equipnment
used in connection with ordinary tel ephone service, or other
devices not primarily useful for telephone nonitoring and
recordi ng.

3. Transmtter cut-off swtches, push-to-talk features,
or other listening-in circuits may be installed only on tele-
phones |ocated in areas where the national security or:
essential operations would be adversely affected if the devices
were not used.

G RESPONSI BI LI Tl ES

1. The Deputy Under Secretary of Defense for Policy
Review, or a designee, shall provide supervision for the oper-
ation and safeguardi ng of tel ephone nonitoring and recording
equi pnent used under this D rective.

2. The Head of each DoD Conponent and the D rector,
Washi ngt on HeadQuarters Servi ces for 65D el enenfs, or desi gnee,
shal |':

a. Ensure that any tel ephone nonitoring activities
conducted by the DoD Conponents are in conpliance with the
policies and procedures in this Directive.

b. Designate an individual, by title or position, to
supervise the activities covered by this Drective, and pro-
vide this information to the Ofice of the Deputy Under
Secretary of Defense for Policy Review (Attention: Director,
Security Plans and Prograns).

c. Issue inplenenting regulations when required to
ensure conpliance with the provisions of this Drective.

H. | NFORVATI ON REQUIREMENTS

DoD Conponents shall report to the Deputy Under Secretary
of Defense tor Policy Review, wthin 5 working days after
di scovery, all intentional actions that violate provisions of
this Directive. CQccurrences not involving intent, such as
| nadvertent equipnent failure, shall be reported within Conpo-
nent channels only. Reports of violations to the Deputy Under
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Secretary of Defense for Policy Review shall contain, at a
mnimum the followi ng itens:

1. Nature of the violation;

2. Date, time, and |ocation of occurrence;

3. Individual or agency responsible for the infraction;

4,  Brief summary of the incident;

5. Corrective action taken; and

6. Current status of the inquiry.

These reports are assi gned Report Control Synbol DD-COMP(AR)
1433.

. EFFECTI VE DATE AND | MPLEMENTATI ON

This Directive is effective imediately. Forward two

copi es of inplenmenting documents to the Deputy Under Secretary
of Defense for Policy Review wthin 120 days.

(). G Dhlond.

W G aham Claytor, Jr.
Deputy Secretary of Defense

Encl osures - 2
1. References
2. Definitions
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DEFI NI TI ONS

1. Monitoring. The aural acquisition of the contents of a
telephome communi cation by a person or persons other than the
participants in the conversation.

2. Recording. The process of preserving the contents of a
telephom@ c@mmruni cati on through use of electronic, nechanical,
magnetic, stenographic, or other devices. Recordi ng does not
i nclude the making of witten notes by participants in a
conversati on,

3. O fice Managenent Activities. The nonitoring or recording
of telephone conversations for business purposes by persons

or devices |located in the sane office as one of the partici-
pants I n the conversation. O fice management activities In-
clude the nonitoring by secretaries, administrative assistants
or other non-participants in the conversation through the use
of extension phones, speakerphones, or other devices and
maki ng of notes by such non-participants.

4. Communi cati ons Managenent Activities. Measures taken to
ensure the proper nmechanical operation and the efficient use
of DoD-owned or |eased tel ephone conmunications svytems. The
measures include nechanical” and el ectronic neans of recording,
t he conputer analysis of nunbers of tel ephone calls and their
duration, the nunber of busy signals for a given period, and
the total |oad on a tel ephone system Conmuni cat i ons nanage-
ment al so includes the accumul ati on of systemw de records of
I nternational |ong-distance and local calls, to include
nunbers called, time, and duration of calls.

5. Command and Intelligence Center Monitoring and Recording.
Monitoring or recording communi cations ot command and intel-
ligence centers that direct operations and control forces or
direct national intelligence efforts. Such communi cati ons

| ncl ude the disposition of arned forces, inplenentation of

the DoD foreign intelligence m ssion, energency pol i ce and
fire reporting information, air traffic control, distress
calls fromships and aircraft, and the coordination of actions
resulting from bonb threats and hijacking incidents.

6. Acoustic Device. A wreless receiving device that attaches
to a telephone handset and electronically transmts conmuni -
cations to a recordi ng device.

7. Inductive Device. Essentially the same as an acoustic
devi ce except that the receiving device is connected by a
wre to the recordi ng device.




8. Pen pegister. A nechanical device that records the tele-
phone numbers dialed from a particular tel ephone instrunent.

A pen register records tel ephone nunbers only, not conversa-
tions.

9. Transmtter cut-off switch/push-to-Talk. Both these

devi ces serve the purpose of disabling the transmtter portion
of a telephone instrunent. The difference between these
devices l1es in the manner in which they acconplish this func-
tion. A transmtter cut-off switch is built into the tel ephone
instrument and is activated only when the tel ephone handset

Is placed in the cradle. A push-to-talk device is a button

or swtch located on the tel ephone handset that nust be oper-
ated by hand in order to disable the tel ephone transmtter.

10. Listening-in Grcuit. Most telephone circuits are designed
for two-way comunications. A I|sten|n?-|n circuit is one that
permts overhearing but cannot be used for transm ssion.




